




CNBC Cyber Report  Elizabeth MacBride, January 9, 2023

The Dark Web’s Criminal Minds See the Internet of Things as the Next 

Big Hacking Prize

A Year Later, That Brutal Log4j Vulnerability is Still Lurking

Despite mitigation, one of the worst bugs in internet history is till prevalent and being exploited 

Lily Hay Newman | Wired | Dec 18, 2022

New MOVEit Transfer zero-day mass-exploited in data 
theft attacks                  Lawrence Abrams  |  BleepingComputer  |  6.1.23

Hackers are actively exploiting a zero-day vulnerability in the MOVEit Transfer file 
transfer software, tracked as CVE-2023-34362, to steal data from organizations.

Russian Hackers Behind SolarWinds Breach Continue to Scour 
US and European Organizations for Intel, Researchers Say

SEAN LYNGAAS CNN  07.19.2022



70%

19%

Note: 1 2023 AFP Payments Fraud and Control Survey Report; 2 Phishing Activity Trends Report, Q2 2022; 
3 Outseer Fraud and Payments Report H1 2022; 4 IBM Cost of a Data Breach Report 2022





Sources: 1. Britannica.com 2. Mitsloan.mit.edu 3. Merriam 4. Techmonitor.ai
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Sources: 1. FBI 2022 Internet Crime Report (# cases reported to FBI) 2. EMSISOFT 3. Sophos
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Sources: 1Research and Markets BEC Report 2022, 2,3 2022 IBM Cost of a Data Breach Report
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Sources: 12022 IBM Cost of a Data Breach Report, 2Chainalysis, 3Sophos 2022 State of Ransomware Report
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https://www.jpmorgan.com/commercial-banking/insights/cybersecurity

