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About TouchNet

« Established Kansas City Metro, 1989

« Commerce Platform Provider

« Heartland Payment Systems, 2014

« Global Payments, 2016

« Higher Education Focused

« Software and Service Provider for 1000+ HE Institutions
« Strategic Partnerships: Ellucian & PeopleSoft

« 200+ TouchNet Ready Partners
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Touchnet's U.Commerce Platform

Controls

Applications

Foundation

Integration

U.Commerce Central

Dashboard | Real-time Alerts |

Cashiering

Bill+Payment

eStatements (eBills, 1098-T’s) Student Cashiering

eRefunds Departmental Deposits

Payment Plans Cashiering Advisor
SponsorPoint Retail Cashiering

Payment Center

Student Accounts
Stored Profiles
Parent Pay

Scheduled Payments
Consent Manager
Automated Alerts
PCI Payment Gateway

gent Routing | Trans

Transaction Services

RECON 1 | PayPath

Credit | Debit | ACH | International Financ

RECON 1

ERP Connect

Student System
GL | Payment Points

| Op Centers Client Community

OneCard

POS/Dining

Marketplace

uStores
Marketplace POS Access Controls
uPay OTC Terminals

TouchNet Ready Partners OneCard Ready Partners

OneCard VIP Base
Mobile
Library Access
Check-In/Time

ID Verification
Declining Balance
Events/Recreation

ID Management System

d Admin | Card Station | R rt Gene

Ready Partners

TouchNet | OneCard

Campuswide Vendors
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The Evolution of Payments (on Campus)

Payment
Service

Gateway

Pre-Processor

Processor

Processor

Processor

Gateway

Payment
Service

Bookstore

Gateway

Payment Service

Processor

Processor

Continuing

Education

Processor

Processor
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Some of the Challenges...

Payment
Service

Gateway

Pre-
Processor

Processor

Processor

Processor

Gateway

Payment
Service

Bookstore

Gateway

Payment
Service

Processor

Processor

Continuing

Ed.

Processor

Processor

7 x Reconciliations
ERP|Processor|Bank
Vendor Management

Billing Back Merchants:
- Processing Fees?

Posting:
- Interchange
- Revenue
- G/L

PCI Impact
-SAQ's 7 or 1?

7 merchant accts or 1

touchnet’
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Adding to the Pain, Devices Across Campus

N
\ Nar
-

tOUChnetE A Global Payments Company | /



It's more than just the POS device in scope

« POS Devices

Network
 LAN/Wi-Fi
Terminals/PC’

S
Routers
Servers
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Self Assessment Questionnaires (SAQS)

Description #of Vulnerability Penetration SSL/TLS
Questions | Scan Test Impact

Card-not-present merchants 22 (+8)
(fully outsourced)

A-EP  Partially outsourced e- 191 (+52) Y Y Y
commerce website (direct post)

B Card swipe (dial-up), Imprint 41 (0) N N N

B-IP Card swipe (Internet 82 (-1) Y N Y
connected)

C-VT  Web-based virtual terminal 79 (+6) N N Y

C Payment application connected 160 (+21) Y N Y
to Internet

D All other SAQ-Eligible 329 (+3) Y Y Y
Merchants

P2PE PCI-Listed P2PE Solution 33 (-2) N N N
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Questions About Your Payment Environment

« How are you taking payments today
— Online, In-Person, Over the Phone, Mail, other...
* How many points of interaction (POI)
— How many devices?
* Isthere a PCl Team (lead by IT or Business Office)
« Are you PCI compliant today?
* Working with a QSA?
 How many SAQs?
* To whom do you “Attest” your compliance?
« Are you centralized or decentralized?
« Have you established access controls?
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Three Keys to the PCI-EZ Strategy
o Platform

€) Acquirer
€) Merchant
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PCI-EZ: Key #1
o Platform

TRANSACT WITH
TOUCHNET + HEARTLAND

- Scales to Campuswide Payment Initiatives
- Support Payment Methods & Locations
- Security, Compliance & Reporting Controls

ORGANIZE YOUR
MERCHANT STRUCTURE
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Pick a Platform

3 U.Commerce Central
-
'§ Dashboard | Real-timeAlerts | RECON 1 | Op Centers Client Community

Bill+Payment Cashiering Marketplace OneCard
g eStatements (eBills, 1098-T's) Student Cashiering uStores POS/Dining
E eRefunds Departmental Deposits Marketplace POS Access Controls
o
o
< Payment Plans Cashiering Advisor uPay OTC Terminals

SponsorPoint Retail Cashiering TouchNet Ready Partners OneCard Ready Partners
Payment Center OneCard VIP Base
.S Student Accounts Scheduled Payments Mobile ID Verification
s Stored Profiles Consent Manager Library Access Declining Balance
é Parent Pay Automated Alerts Check-In/Time Events/Recreation
'S
PCl Payment Gateway ID Management System
gent Routing | Transact based Admin | Card Station | R rt Gene

#8l Transaction Services ERP Connect Ready Partners
B
o RECON 1 | PayPath Student System TouchNet | OneCard
ﬁ Credit | Debit | ACH | International Finance/GL | Payment Points Campuswide Vendors
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Online: Bill+Payment & Marketplace

Student Account Center

%;l} My University

Logged in as: Amy L Student | Logout (@

Payment Plans  Deposits  Refunds  Help [

Welcome to Payment Center! There is a hold on your account which prevents you from making a My Profile Setup
payment at this time. Please contact the Business Office for assistance.
Make payments, view account 0 Authorized Access
ctivity, store payment profiles,
¢ arent ardians to Account: Amy L. Student ID; ****1234
access your account
Balance $18,377.43 @ My Payment Profile
Registration for next semester is

final January

uPay & uStores

rd and all tuition Estimated Financial Aid $1,700.00
8th.

fees are due h. and e B Refunds

make payments o ! Balance Including Estimated Financial Aid $16,677.43

You ca all fees by credit card .

or cloctron check here View Activity Enroll in Payment Plan Auto Bill Pay

= My University
I 1

Statements o Notifications ‘
Your latest eBill Statement
Statement (02/15/2017) $3,267.58 View

Your latest 1098-T Tax Statement
2016 1098-T Tax Statement View

Term Balances

S A WW .
Spring Term 2017 $7,678.23 i
Fall Term 2016 $5,063.29 m % *:Ff“f ﬂ‘- M
o -ﬂ] i = == T

Yy
“CC K1
G

Donation Spotlight

Spring Term 2016 $3,935.91

. Al ighis resarved. | Fouchiet P
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In-person: Marketplace POS

“Countertop” Attended payments At Your Desk “Handheld” Attended
payments On The Go

Markethléce POS

Select Item for Purchase w
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Other “Cashiering” Solutions

« Student Cashiering « OneCard Dining |POS
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Traditional POS PCI Scope
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Validated P2PE Limits “In Scope” to Device Only
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The Payment Devices

« EMV Chip Reader
 Secure PIN Pad

« 3-Track MSR

« NFC (Tap & Go)
« Validated P2PE

& Pay G Pay
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The U.Commerce Platform

U.Commerce e

Cashiering

Student Cashiering
Departrmental Deposits
Cashiering Advisor

Retail Cashienng

Student A

Parent Pay

PCl Payment Gateway

Payment Methods | IntelligentRauting | Transacticn Management

f———"1 CR@rD
g JENZABAR  y——
Kinetic MBS . N
knetc £Q o
Marketplace OneCard B rtlagg eQTTE i
-~
uStores POS/Dining -
' RanCom o rbss
Marketplace POS Access Controls - ’
uPay OTC Terminals ~ o IMODULES' A EMASPro
| ' ommerce: ™
AiRoNDACK
TouchNet Ready Partners OneCard Ready Partners booklog PICizt . SE= ¥dXenegrade
. reg
s GcS(Jri\M‘U‘Q’
) Real Intelirgence SEED »
OneCard VIP Base s engine @ U R
75009 card i I 2 sssceeiis
: BBcard  ellucian. Heartland Certain
socinss CAI wal = . o . ~tix
e s 12 HOBSONS) Luiz eABOFTA entrinsik + )
ID Management System SISTENS ) wsymplicity
cvent ameat SR data v
ased Admin | CardStatian | Report Genemtor “ e Encolment@ T a%’;-su ﬁ@:i\
J . RegisterBlast % Visualzen. X
{H®nline RuffadoCODY €y cECTY 6344 rosanr R
Ready Partners 5 . & convio Campus
@ coc coevc ] pRMig P T =
) Gre ) e Attend.com Neulion  nextoer

Reduce Risk and Consolidated PCI Efforts
Streamline Back-office Operations and Reconciliation




uPay POS with Partner

PEOPLESOFT
U.Commerce Central

d | Realtime Alerts | RE 1 e " m = o - ca@rn

Cashiering Marketplace OneCard ‘ Kinetic Q. MBS D3

Student Cashiaring uStores POS/Dining Q0 | fear “a?g sseCTTITY

Departmental Deposits Markstplace POS Access Controls Sommane

Cashiering Advisor uPay OTC Termirals e Swoxs

Retail Cashiering TouchNet Ready Partners OneCard Ready P : NUVISON

booklog PIC@
Reatintelisence SEED S sire engine @)

|! ——— . o ve atiq 7 I BB ard ellLcian. leartland

PCI Payment Gateway Pa gié.l;mh oo Gertain
Paymert Methods | IntlligentRouting | Transacticn Management | Ve AR g conmons Luiz > entrinsik ) G_. )

HOBSONS) RADOY

wsymp city

; \ . tive data 1 Dy

ot \ange. re

} _ RegisterBlast @ 2 Visuaizen %
1] h

PURSUANT

Yebit | ACH | Int

&/ convio

nextgen®

j -\
New\ion

Attend.com
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Self Assessment Questionnaires (SAQS)

Description #of Vulnerability Penetration SSL/TLS
Questions | Scan Test Impact

A Card-not-present merchants 22 (+8) N N N
fully outsourced)

A-EP  Partially outsourced e- 191 (+52) Y Y Y
commerce website (direct post)

B Card swipe (dial-up), Imprint 41 (0) N N N

B-IP Card swipe (Internet 82 (-1) Y N Y
connected)

C-VT Web-based virtual terminal 79 (+6) N N Y

C Payment application connected 160 (+21) Y N Y
to Internet

D All other SAQ-Eligible 329 (+3) Y Y Y
Merchants

P2PE PClI-Listed P2PE Solution 33 (-2) N N N

¢
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PCI-EZ Strategy: Key #2
o Platform

SAQ SUBMISSION
PROCESS

MERCHANT
Submits SAQs
to Acquirer
. -PCI Partner / Enforcer A 4
AC l l I re r -Dictates SAQs
-Establishes Fee/Fine N ACQUIRER )
cquirer reviews an

submits to card brands

-Reconciliation Reports

h 4

CARD BRANDS

Validates merchant
compliance

ORGANIZE YOUR
MERCHANT STRUCTURE
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“Affiliated Acquirer”

Pﬁiﬁiﬂfg Software Hardware

Validated P2PE
eCommerce Apps

SAN RIFSIAT
PAY NOW

Heartland U.Commerce Platform
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PCI-EZ Program

« Integrated QSA Services (ControlScan)
« PCI Expert Assistant (toll-free number)
« Smart SAQs

« Device Exemption Program

« Sample Agreements & FAQ'’s

« Merchant Training

« Quarterly Vulnerability Scans

« Breach Insurance

touchnet’



What TouchNet Products Do | Have?

(O TouchNet Bill+Payment or Bill+Payment Client

Please select this method if you leverage TouchNet's
Bill+Payment or Bill+Payment Client solution to take
integrated student account payments.

(O TouchNet Cashiering
Select this method if you use TouchNet's Cashiering

Business Office or Campus Merchant edition to take in-
| Se—— person student account payments campus wide.

(O TouchNet Marketplace POS
Select his method if you use the ToucNet point of sales
integration to take in-person payments through your
e o uStore and/or uPay storefronts.

(O TouchNet Ready Partners: T - Link
Select this method if you use TouchNet's partner
integration to take secure payments through your
connected Marketplace environment.

(O TouchNet Payment Center (Payment

Gateway)

Select this method if, in addition to using another
TouchNet product, you log directly into your customer
owned Payment Center (Payment Gateway) and take
"Sinale Auth" pavments.

(O TouchNet PayPath

Please select this method if you use TouchNet's PayPath
module alongside Bill+Payment to take tuition payments
with a service fee.

(O TouchNet Marketplace
Select this method if you use Marketplace uStores and/or

uPay sites to create, manage, and operate online
L2 storefronts and secure payment pages.

(O TouchNet Ready Partners: TPG Web Service

Select this method if you use TouchNet's partner
integration to take secure payments through your
TouchNet Payment Center(Payment Gateway). If you
are using one of the TouchNet Ready Partners listed
below please select this option. Active Network,

Allinman Caftinra Carmaratian Aldiamen \iau

Select this method if you leverage TouchNet's POS Client
(EMV Client) integration to you student account system to
take point of sale payments through CREN.

%I () TouchNet POS Client (EMV Client)

Heartland () Heartland Secure
Grreu Select this method if you are using one of the following
as the ONLY entry mode for cardholder data. Attn: If
you are not electronically storing data outside of the
Heartland Secure solution, please answer No to the
storage question presented on the next screen.
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The Turbo Tax Approach to PCI

ouchnet’

A Global Payments Campany

Introduction Compa Environment »

Electronically storing credit card information means that y 0
Eligibility

achnet’

p—

Electronic storage only applies to credit card information
copy materials does not count as electronic storage.

O YES
O NO

022 quessions snsmened

Allmedia is physically secured (including but not limited to computers, remavable o
electronic media, paper receipts, paper reports, and faxes).

TRUE
FALSE
NOT APPLICABLE

For fase pusposes, "meci” ofes 1o paper and ekcironk: media containing cardokdor daa.

Reforence: Exgy

Rooronce: SADA S

e | -
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Step-By-Step Interview Style for SAQ-A

59%

1/13 questions answere d

Unnecessary default accounts are removed or disabled before installing a system on [2)
the network.

() TRUE
() FALSE
) N/A

Reference: SAQ A 2.1b

e 7/13 Questions
* 59% to Completion
 Reference: SAQ A.2.1b
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PCI-EZ Portal Resources

touchnet’

A Global Payments

any

My Portal Resources

PCI Policy Builder

The following templates can be modified 10 reflect your business environment and help you
comply with the PCI DSS infc tion security policy req

Tell me more.

SAQ A Security Policy Template
SAQ A-EP Security Policy Template
SAQ B Security Policy Template
SAQ B-IP Security Policy Template
SAQ C Security Policy Template
SAQ CVT Security Policy Template
SAQ D Security Policy Template

SAQ P2PE-HW Security Policy Template

PCI quent Questions

PCI Compliance
PCI Myths

PCl Scanning

touchnet’

PCI Links

Official PCI Security Standards Council Site
Full PCI Data Security Standard
PCI Compliance Term Glossary

PC

C Merchant Microsite

Anatomy of a Small Business Data Breach [VIDEQ]

PCl Payment Protection Resources for Small Merchants

VISA Security Sense for small business

PCl Council: What to do if you have a Data Breach

Skimming: A Resource Guide from the PCl Security Standards Council

Visa's Global Reglstry of Service Providers =

Breach Protection

The Breach Protection Program Is a new and unijue indemnification program acquired to reduce

monetary exposure In the event of a data compromise.

Managed Network Firewall 4)

=

Our Network Firewall ensures that your card data environment Is protected against outside threat.

We help configure the firewall based on the needs of your business, handie the ongoing firewall
updates and patches and ensure that it remains compliant with the PCI DSS.

Learn More

Security Awareness Training

Learn to protect your business right at the front line where customer interaction takes place

Employee Training

Manager Training

Terms of Use | Privacy Policy
© 2018 ControlScan. All rights reserved.
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PCI Policy Builder

PCI Policy Builder

touchnet

A Global Payments Company The following templates can be modified to reflect your -~
My Portal  Resources = PCI Policy Builder

business environment and help you comply with the PCI DSS

These templates are provide

PCEPSICYBUIEEE oo montoton. The templat) information security policy requirements. Tell me more.

with the various SAQ types.
The following templates can be mo

SAQ A Security Policy Template

business environment and help yo
information security policy require!
SAQ A Security Policy Template SAO A_E P Secu rity Policy Tem p |ate
SAQ A-EP Security Policy Template
SAQ B Security Policy Template SAO B Secu I‘ity PO | icy Te m pl ate
SAQ B-IP Security Policy Template
SAQ C Security Policy Template . N
SAQ C-VT Security Policy Template SAO B-lp Securlty Po“Cy Tem plate
SAQ D Security Policy Template

SAQ C Security Policy Template

SAQ P2PE-HW Security Policy Template -

SAQ C-VT Security Policy Template

PCI Compliance

PCI Myths SAQ D Security Policy Template

PCI Scanning

SAQ P2PE-HW Security Policy Template -
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Security Awareness Training

End-User Security Awareness (EUSA) Certificate Program - Foundation Course

& ControlScan

. Introduction
. Overview

. Pre-Assessment

What is Information

End-User Security

. Information Security

Awareness (EUSA)

Business Requirements

oL Certificate Program

A ?gst Business Practices 1- F ndation course

. (1) Policies/Compliance -
Your Responsibilities

. (2) Internet - Avoid
Communication Hazards

. (3) Access Controls -
Never Share with Others

. (4) Human Resources -
It's All About the People

. (5) Asset Management-
Protect Your Valuables &




+
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PCI Compliance Validation Exemption Program(s)

Technology Innovation Program
V’SA Merchant Participation Application

(Visa Chient Name) {Visa Business ID) (Dafe)

(Merchant Company Nam

(Merchant Country)

Instructions for Submission
Visa acquirer must com

all applicable sections and submit application to local Visa Payment System

Risk team. Note- Incampiete applications or those submitted for merchants not meeting criteria will Not be accepted

Merchant Level:
(check one) =] Level 1 [m] Level 2 [m] Level 3 a Level 4
Visa Client Confirms:

i PCI DSS compliance. [l YES [m] NO
(Validation Is not & condition for approval.)

2) o Merchal that sensitive autt data (i.e., full contents of
magnatic s!r\pe "G or PIN dlata) is not stored on any system subsequent to
transaction authorization

2 ] Merchant has not been involved in breach of cardholder data.
4 At least 75% of merchant's transactions originate through one of the
!ellew\ng secure acceptance channels:
] Enabled chip-reading terminals’ (U.S. merchants must use dual interface
terminals)

% of transactions

=] i Poin yption (P2PE) Solution
% of transactions
P2PE Solution Name:

! Chip-enabled terminals must have current, valid EMV approval and pass Acquirer Device Validation Toolkit (ADVT) / Contactless.
Evaluation Toolkit {CDET) / Visa payWave Test Tool (VpTT) testing requirements, as applicable.

2 Point-to-Point Encrypton solution must be included on PCI SSC's et of valkdated solutions or validated by a PCI SSC Qualiied
‘Secunty Assessor P2PE Company.

(Signature of Visa Acquirer Oficer) (Date)

(Acquirer Officer Name) (Title)

scover &C i
srchant EMV PCI Val

(DISC) Program
ation Waiver Application

chant EMV Waiver Eligibility
is waiver applies to who have a f 75% of their through
ip Card Terminals enabled to accept Chip Card Transactions (including, without limitation, Discover D-PAS
nsactions). Merchants must have previously validated PCI DSS Compliance or provided their PCI DSS
oritized approach/ remediation plan to Discover to be considered eligible for this waiver.

itructions for Submission:
scover Merchant must complete each of the below sections and submit this waiver application to the Discover
fta Security team at =DISCCompliance@discover.com

ction 1: Merchant Information

trchant Name:

ing Business As:

11 Oeveiz Oovels

wrehant Level (ssiect one): O

ction 2: Merchant Attestation
#. the Merchant named above, attest to the following:

& JMerchant is not storing Sensitive Authentication Data (i.e., full contents of magnetic stripe, CVV2, CID or
PIN data) on any system subsequent to transaction authorization

JAt least 75% of Merchant's transactions originated from Chip Card Terminals® enabled to accept Chip
Card Transactions (including, without limitation, Discover D-PAS transactions)
“Civp Card Termnals must have current, vahd EMV approval and Discover D-PAS Certficaton

s JMerchant has documented and annually tests a Data Security Breach incident response program in
accordance with the Payment Card Industry Data Security Standard requirements

& Merchant has not been involved in a Data Security Breach in the past 12 months

ction 3: Data Security Contact
wrchant must complete the information below designating a primary contact for any Data Security matters.

me Title

mail Phone#

ction 4: Authorized Approv
s form must be signed by an indiiduat with signatory authority at the Merchant.

Jnature Title Date

nt Name E-mail Phone#

DISC®VER

American Express®
Annual Security Technalogy En Program (STEP)

Step 1: Annual Self-Examinaticn

Merchants cancuct an annual sel-examination of their equipment. systems. and networks (and their components)

whare Carcholcer Deta or Sensitive Authentication Dats (or both) are tfored, procassed, o transmytted 1o valiarte that

they have sdoped ane or more of the following sesurity and c

This aneusl » person i your company

Your chiat exscutive officer. chief inancial afficer. chie! information security presiespoplyrisrms signer for the

organization must sign the Attestation farm

Qompliance snd vebdation ere completed et your expense. £ sutmiking this tiesteton. you repeeseat end wariart

-an Express that you ar feed to dsciose the nformation cantained therein and are provid

attestation to American Express without violsting any other party s rights. American Express may verity 1

your STCP Ariacaion vekeson procass b 1510, B Iachrkng. engaging. o Arricn C preen Aacsacn
Security Assessor (QSA) of our onite company

Tha Atsestarion eupires ane year from the Sgnature am. Yol most peaasess Your security envireramant and resumt

this STEP Attestation of Complience eanally

Step 2 Attestation

ootz of
2 Qualified

- the curment FCI Standard (PCI DSS). a5 available at
‘o poisecuTrvEInGarts oy
A rmnimem of 75% of our total Amerxcan Express Card Tramsactions are made:
Through EMV compliant terminais OR
i o the PCI 5SC uions OR
o by 8 PCI SSC Qualitied Security Assessor
oived in Amanican Express. smbars
tha twalve (12) months prior 1o the signaturs dats of this Anausi STEP Ansstation
The undersigned hareby atzest that all of the statements in this STEP Attestation are rue and accursto
Marchart Name
American Express Merchant Number (J0 dight SE)
Merchans Phone Noamber
Morchan: D Security Contact Emsil Address
tiame of parson complening Aftestason
Titke of person completing Altestation
Signature Date (YYYY-MM-D0)
Signaturs of sutharized signer
ep 3 Report
on 1k Seve completed form s  POF. Viit bitga-//ogi. w0 t access the Trustwive securs portal nd upiosd
yuurfm‘ﬂn-d STEP A
2 Prindcamgteted orm rc e v fex 1o Trumtmeveat1- 212 275 4019 (1 o0 arin en namatins arket i the
sopropriats miernetons cokng sequence. inematonal char
Option & POF. Send via omail ¢
i « b e
Definycon
e —— sy Dot Swcusity Sanard which s avasabie st sz . a st vataalardn
| et e payrar

ard 10 the swcure poirs of decryption

rocessing A3 compshant Chip Card Traeactions.
* Qualties o0 QA Swcurity Sandards
Counct LLE t0 vaichate sdherance to the £C1 D33,

Cacurty Tasnmslog, Ebercarmans Praqram kasesien Aprd 1007
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Validated P2PE With Heartland

SOFTWARE HARDWARE PROCESSING
TouchNet Payment Center Validated PZPE TouchNet Transaction Services

DESCRIPTION “ QUESTIONS
Payment Center + Nonvalidated Hardware - -

33

Payment Center + Validated P2PE Hardware P2PE

_
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SAQ Exemption With Heartland

SOFTWARE HARDWARE PROCESSING
TouchNet Payment Center Validated PZPE TouchNet Transaction Services

DESCRIPTION “ QUESTIONS
Payment Center + Nonvalidated Hardware - -

Payment Center + Validated P2PE Hardware P2PE 33

B —
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Payment Center + Validated P2PE + Transaction Services
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Benefits for All, Affiliated (or not)

 All Merchants (All Acquirers)
— Validated Point-to-Point Encryption
— U.Commerce Platform + Partners

V.

()() ORACLE »
-
o

Theapssst. Cra@reo
= >—— JENZABAR «
P - - Kinetic Irq RS S5 \se
- ¢ n Heartland Ty
e .... CARDINAL O .-
rbs i -

RanCom e
ASPro

S mea U.Commerce ™~ & ™"

booklog ey PICHD

RS SEED ®
— .
- e Posapath B card ellucian Heartland Gertain
- I wen Pagel ; _
EVeNt i@ o R
i TS @
enline RHOCOY g eeds 9
wconvio

e r— <G> %,
- Atond.com NeuLion ~ nox!

N1 |

Cashiering Marketplace OneCard

Student Cashiering uStores POS/Dining

Departmental Depesits Marketplace POS Access Controls
Cashiering Advisor uPay OTC Terminals

Retail Gashiering TouchNet Ready Partners OneCard Ready Partners

ID Management System
dAdmin | CardStation | R

PCl Payment Gateway
| InteligentRourting | Transacticn Management







PCI-EZ Reca

PCI Expert Assistant
Quarterly Vulnerability Scans
Breach Insurance
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PCI-EZ Strategy: Key #3

SAQ SUBMISSION
PROCESS

MERCHANT
Submits SAQs
to Acquirer

ACQUIRER

Acquirer reviews and
submits to card brands

ORGANIZE YOUR
MERCHANT STRUCTURE

CARD BRANDS

Validates merchant
compliance
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PCI-EZ Strategy: Key #3
o Platform

E |
PCI Resources 4 TouchNet Demo
Security Awareness Merchant ID: 121820171
General FAQs Allntinl OuastioRkS
Overall PCT
Feedback not started
Settings . @ S
gt Next Action:

touchnet o

4 Global Payments Company

Menu

conptance Overven Compliance Overview at a Glance

Click here (o start your Questionnaire
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Merchant (You) — Executlng The Plan

* Build ateam

« Set and enforce a policy*

* Provide merchant training*

« Track your devices*

« Picking the right partners

« QOrganizing your merchant
structure**
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The Hackers Don’t Sleep
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Starts with the Platform

3 U.Commerce Central
-
'§ Dashboard | Real-timeAlerts | RECON 1 | Op Centers Client Community

Bill+Payment Cashiering Marketplace OneCard
g eStatements (eBills, 1098-T's) Student Cashiering uStores POS/Dining
E eRefunds Departmental Deposits Marketplace POS Access Controls
o
o
< Payment Plans Cashiering Advisor uPay OTC Terminals

SponsorPoint Retail Cashiering TouchNet Ready Partners OneCard Ready Partners
Payment Center OneCard VIP Base
.S Student Accounts Scheduled Payments Mobile ID Verification
s Stored Profiles Consent Manager Library Access Declining Balance
é Parent Pay Automated Alerts Check-In/Time Events/Recreation
'S
PCl Payment Gateway ID Management System
gent Routing | Transact based Admin | Card Station | R rt Gene

#8l Transaction Services ERP Connect Ready Partners
B
o RECON 1 | PayPath Student System TouchNet | OneCard
ﬁ Credit | Debit | ACH | International Finance/GL | Payment Points Campuswide Vendors
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Include Devices

PEOPLESOFT
U.Commerce Central

d | Realtime Alerts | RE 1 e " m = o - ca@rn

Cashiering Marketplace OneCard Kinetic 'q MBS ™~
Student Cashiering uStores POS/Dining \ : and | learﬂalg-\g R
Departmental Deposits Marketplace POS Access Controls commame

Cashiering Advisor uPay OTC Termirals e Caoms

Retail Cashiering TouchNet Ready Partners OneCard Ready P : NUVISON

booklog PIC@
I! : \ \ Reatintetigence SEED N sire engine @)
Parent Pay u n v atic, . . «
| 7 = EBcard c {eartland
PCI Payment Gateway PagePuth e ellLcian. Gertain
Paymert Methods | IntlligentRouting | Transacticn Management | Ve T oo Luiz N entrinsic®) @ﬁ_
\ ! ¥vo data v, iy
8 - \ange Toract)
_ RegisterBlast @ 2 Visuaizen &

1 | PayPath Ruff - -y PURSUANT

E debit | ACH | Int L|P o " convio
fewlion nextoen®

Attend.com
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Partner/Vendor Strategy

3 M- B  orace o
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Augusoft
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4 @ Temeder = VENDINI
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€Csi
CARDIMAL )
pon

o&axce
bei

U.Commerce Central

Bill+Payment Cashiering Marketplace Frroly
—o nenTMASTER )
o sosssormuane
Student Cashiering uStores POS/Dining — rbsi:-
RMCON o 6 e
: EMASPro

Departmental Deposits Marketplace POS Access Controls
S NUVISON
L
MVERITIX ®
. ADIRONDACK
A Xenegrade

OTC Terminals

Cashisring Advisor uPay
Rotoil Cashisring TouchNet Ready Partners OneGard Raady Partners booklog = PICiit
. reg
Intolligeace GoSigveUp )
- SEED fire Engine ()

o @Bcard  ellucian.  Heartland o o 2U s
wocnss CAI e . . . Ctix
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" wsympticity )
gt AR

ID Management System
Doporont

Web-based Admin | CardStation | Repe it N .
J = . RegisterBlast
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Wi Attend.com
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Transaction Services

| PayPath

| ACH | Intemational

Reduce Risk and Consolidated PCI Efforts
Streamline Back-office Operations and Reconciliation
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QUESTIONS?
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Thanks!

Dave Swan, Reginal Sale Manager
david.swan@touchnet.com
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