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About TouchNet
• Established Kansas City Metro, 1989

• Commerce Platform Provider

• Heartland Payment Systems, 2014

• Global Payments, 2016

• Higher Education Focused

• Software and Service Provider for 1000+ HE Institutions

• Strategic Partnerships: Ellucian & PeopleSoft

• 200+ TouchNet Ready Partners
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Touchnet’s U.Commerce Platform
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The Evolution of Payments (on Campus)
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Some of the Challenges…
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Vendor Management

Billing Back Merchants:

- Processing Fees?

Posting:

- Interchange

- Revenue

- G/L

PCI Impact

- SAQ’s 7 or 1?

7 merchant accts or 1
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Adding to the Pain, Devices Across Campus
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It’s more than just the POS device in scope

• POS Devices 

+
• Network

• LAN/Wi-Fi

• Terminals/PC’

s

• Routers

• Servers
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Self Assessment Questionnaires (SAQs)
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Questions About Your Payment Environment
• How are you taking payments today

– Online, In-Person, Over the Phone, Mail, other…

• How many points of interaction (POI)

– How many devices?

• Is there a PCI Team (lead by IT or Business Office)

• Are you PCI compliant today?

• Working with a QSA?

• How many SAQs?

• To whom do you “Attest” your compliance?

• Are you centralized or decentralized?

• Have you established access controls?
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Three Keys to the PCI-EZ Strategy

Platform

Acquirer

Merchant
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PCI-EZ: Key #1

Platform
- Scales to Campuswide Payment Initiatives

- Support Payment Methods & Locations

- Security, Compliance & Reporting Controls
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Pick a Platform
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Online: Bill+Payment & Marketplace

uPay & uStores

Student Account Center 
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In-person: Marketplace POS
“Handheld” Attended 

payments On The Go

“Countertop” Attended payments At Your Desk
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Other “Cashiering” Solutions

• Student Cashiering • OneCard Dining |POS
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Traditional POS PCI Scope
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Validated P2PE Limits “In Scope” to Device Only
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The Payment Devices

• EMV Chip Reader

• Secure PIN Pad

• 3-Track MSR 

• NFC  (Tap & Go) 

• Validated P2PE
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The U.Commerce Platform

Reduce Risk and Consolidated PCI Efforts

Streamline Back-office Operations and Reconciliation 

U.Commerce
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uPay POS with Partners
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Self Assessment Questionnaires (SAQs)
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PCI-EZ Strategy: Key #2 

Platform

Acquirer
-PCI Partner / Enforcer

-Dictates SAQs

-Establishes Fee/Fine

-Reconciliation Reports
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Fork in the Road

The PCI
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PCI-EZ Not as EZ
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“Affiliated Acquirer”

eCommerce Apps

Attest PCI Compliance 

Heartland U.Commerce Platform
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PCI-EZ Program

• Integrated QSA Services (ControlScan)

• PCI Expert Assistant (toll-free number)

• Smart SAQs  

• Device Exemption Program  

• Sample Agreements & FAQ’s 

• Merchant Training

• Quarterly Vulnerability Scans

• Breach Insurance

PCI-EZ

The 

Heartland

Path
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What TouchNet Products Do I Have?
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The Turbo Tax Approach to PCI
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Step-By-Step Interview Style for SAQ-A

• 7/13 Questions

• 59% to Completion

• Reference: SAQ A.2.1b
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PCI-EZ Portal Resources
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PCI Policy Builder
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Security Awareness Training
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PCI Compliance Validation Exemption Program(s)
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Validated P2PE With Heartland
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SAQ Exemption With Heartland
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Benefits for All, Affiliated (or not) 

• All Merchants (All Acquirers)

– Validated Point-to-Point Encryption

– U.Commerce Platform + Partners
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PCI-EZ Recap

• Integrated QSA Services (ControlScan)

• Smart SAQs  

• Device Exemption Program  

• Sample Agreements & FAQ’s 

• Merchant Training

• PCI Expert Assistant

• Quarterly Vulnerability Scans

• Breach Insurance

PCI-EZ

The 

Heartland

Path
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PCI-EZ Strategy: Key #3

Platform

Acquirer
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PCI-EZ Strategy: Key #3

Platform

Acquirer

Merchant
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Merchant (You) – Executing The Plan

• Build a team

• Set and enforce a policy*

• Provide merchant training*

• Track your devices*

• Picking the right partners

• Organizing your merchant 

structure**

**
*PCI-EZ

Portal
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The Hackers Don’t Sleep
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Starts with the Platform
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Include Devices
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Partner/Vendor Strategy

Reduce Risk and Consolidated PCI Efforts

Streamline Back-office Operations and Reconciliation 

U.Commerce
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QUESTIONS?
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Thanks!

Dave Swan, Reginal Sale Manager

david.swan@touchnet.com


